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Abstract: Growing of Android malware, not only seriously endangered the security of the Android market, but also
brings challenges for detection. A generation and extraction approach of automatic Android malware behavioral
signatures was proposed based on HTTP traffic. Firstly, the behavioral signatures were extracted from the traffic
traces generated by Android malware. Then, network behavioral characteristics were extracted from the generated
network traffic. Finally, these behavioral signatures were used to detect Android malware. The experimental results show
that the approach is able to extract Android malware network traffic behavioral signature with accuracy and efficiency.
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(1) function DFI(IAT)
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(4)  DEPFIRSTIDENT (4));

(5) end for

(6) end function

(7) function DEPFIRSTIDENTI (4))

(8)  widgetset«—GET_WIDGET(A );

(9)  for each widget in widgetset do
(10)  if (widgetset.isclickable==TURE) then
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(15) end if

(16)  end if

(17) end for
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